
 

 

Voter Data – Registering Concerns 

Keeping a Closer Eye on the Distribution 
 of County Voter Registration Data 

 
Summary 
News articles continue to shock and stun Californians with revelations of social media 
outlets, credit report agencies, and nationwide retail businesses losing the data security 
battle to hackers. The articles chronicle, in painful detail, the destruction of lives caused 
by the theft of millions of confidential records. 
Yet, California elections code requires county elections departments to share voter 
data, including a key piece of data that would assist hackers: an individual’s complete 
date of birth. While date of birth has not been clearly defined as personally identifiable 
information in the California elections code, date of birth is often used in identity theft, as 
well as social engineering and phishing attacks. 
State law requires each county to provide access to data collected during the voter 
registration and election processes. This data contains Personally Identifiable 
Information (PII) as defined by the National Institute of Standards and Technology 
(NIST). 
There are reports of voter registration data being offered for sale on hacker websites. 
Furthermore, in states where use is not well regulated or monitored, brokers can buy 
and sell voter registration data. 
An extreme example of misuse occurred In 2017, when a third party was hacked after 
uploading the entire California voter registration data (19 million records), and the data 
was ransomed. 
County election departments should examine their processes to make sure that best 
practices are being employed, and all precautions are being taken to ensure that voter 
registration data is secure.  
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Background 

The frequency of security breaches involving personally identifiable information (PII) has 
contributed to the theft of hundreds of millions of records over the past few years.[1] 
Breaches involving PII are hazardous to both individuals and organizations. Individual 
harms may include identity theft, cyber-extortion, or blackmail.[2] [3] 

Organizational harms may include a loss of public trust, legal liability, or remediation 
costs. To appropriately protect the confidentiality of PII, organizations should use a 
risk-based approach; as presidential advisor McGeorge Bundy once stated, “... If we 
guard our toothbrushes and diamonds with equal zeal, we will lose fewer toothbrushes 
and more diamonds.”[4] 

Over the past decade, there has also been a number of cases involving criminal misuse 
of voter registration data.[5] [6] [7] [8] [9] [10] [11] [12] [13] These offenses include voter identity theft, 
illegal sale of voter registration data, attempted election disruption, fraud, and 
cyber-extortion. 

Scope and Methodology 
This report examines federal and state laws governing voter registration data, the 
process of the sale of voter registration data in Santa Cruz County, how the data is 
used, and explores ways to protect voters’ PII against fraudulent or inappropriate use. 
During the course of this investigation, the Grand Jury reviewed the following: 

● Federal and state election statutes governing the sale of voter registration data 
● County policies, practices, and implementation of these statutes 
● National standards and definitions for PII 
● Misuse of voter registration data 
● Unauthorized or criminal use of PII 

In addition, the Grand Jury interviewed current officials with the Santa Cruz County 
Elections Department (County Elections Department). We also contacted VoteCal,[14] a 
division of the California Secretary of State Elections Office (SoS Elections Office).  

Investigation  
California Statutes and Regulations Governing Santa Cruz County Voter Data 
The state of California acquires citizen data (Collected Data) during the process of voter 
registration and elections. Collected Data includes unique identifiers such as Social 
Security, California Driver’s License, or California Identification Card numbers. Collected 
Data may be used within the County Elections Department to authenticate the 
prospective voter’s information in order to protect against voter fraud.  
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The offices of the California Secretary of State (SoS) and California county registrars 
are also required by statute to provide partial voter registration data (Distributed Data) to 
qualified Applicants who request that information for scholarly, journalistic, political, or 
governmental purposes, as determined by the Secretary of State.[15] 

The following section contains a summary of California statutes related to voter 
registration data. The prefixes ELEC, GOV, CCR, and AB in the following citations refer 
to the State of California Elections Code, Government Code, Code of Regulations and 
Assembly Bill, respectively. The suffixes refer to the section of the code, and the year it 
became law. 

● ELEC_2166 (1994) Allows for protection of those who would be harmed by 
disclosure—Safe at Home.[16] 

● ELEC_2188 (1994) Defines requirements and responsibilities for Applicants 
requesting voter registration Information.[17] 

● ELEC_2194 (1994) Permits obtaining voter registration information.[18] 

● ELEC_18109 (1994) Describes penalties for misusing voter registration data.[19] 

● GOV_6254.4 (1998) Describes what is considered confidential.[20] 

● CCR_19001-19009 (1976) Describes use of registration information.[21] 

● AB 1678 (2018) Amends ELEC_2188 (1994) to include reporting of data breach 
and specifying additional penalties for misuse.[22] 

● AB 1044 (2019) Amends ELEC_2188 (1994) to allow for data security training 
and best practices.[23] 

Appendix A describes in more detail some of the above California elections statutes. 

Recent Amendments to California ELEC Statutes 

Recent state legislation added provisions for making Distributed Data more secure, but 
much of the responsibility falls to the Applicant. 
For instance, AB 1678 (2018) amends ELEC_2188 (1994) to require Recipients of 
Distributed Data to report a breach or theft to the California Secretary of State. It further 
criminalizes misuse of the Distributed Data, in an attempt to prevent crimes such as 
redirecting voters to an incorrect polling place or mailing counterfeit ballots. 
AB 1044 (2019) amends ELEC_2188 (1994) to require the Secretary of State to: 

...adopt regulations that describe the best practices for storage and 
security of voter registration information received by an applicant 
pursuant to Section 2188. ELEC §2188.2.(a)[24] 

AB 1044 (2019) also authorized the Secretary of State to require applicants who 
request voter data to receive data security training as a condition of receipt of the data. 
This security training requirement has not yet been implemented.  
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The VoteCal Help Desk (a department of the SoS Elections Office) reported that the 
Secretary of State is in the process of evaluating various training programs for possible 
use.[25] [26]  

California Consumer Privacy Act  
The California Consumer Privacy Act (CCPA)[27] was passed in 2018 and went into 
effect in January of 2020. CCPA regulates business use and transparency of consumer 
data. However, government use of an individual’s data is exempt from regulation: 

“Personal information” does not include publicly available 
information. For purposes of this paragraph, “publicly available” 
means information that is lawfully made available from federal, state, 
or local government records.[28] 

As a result of CCPA, California consumers now have the choice to opt in or out of 
allowing businesses the privilege of making commercial use of their data.[29] However, 
except in extreme cases involving personal safety,[30] [31] California voters are not 
allowed to make decisions about the distribution of their own voter registration data.[32]  
One could argue that distribution of this data for academic or governmental use serves 
the greater good. The argument is tenuous when the data is used for political purposes, 
given that voters have no ability to opt out.  
Perhaps lawmakers could answer this question: why are individual consumers protected 
with the right to opt out of distribution to businesses of their PII,[33] but California voters 
do not enjoy the same privileges of opting out of government distribution of their 
personal information acquired via voter registration? 
Other questions arise when comparing CCPA regulations to statutes governing 
Distributed Data. Do all of the Recipients need all of the Distributed Data? Could the 
Distributed Data be tailored for specific use? Could voters be permitted to opt out of 
some uses? These issues are outside the scope of the Grand Jury and this report. 
However, reforms could yield a system that is more secure and democratic if they 
accommodated voter choice, and included a more flexible, non-one-size-fits-all 
approach to voter registration data distribution. 

Federal Statutes 
The Help America Vote Act 2002 (HAVA)[34] was designed to reform election practices 
that led to controversy surrounding the 2000 U.S. presidential election. 

The goals of HAVA are: 
● replace punchcard and lever-based voting systems; 
● create the Election Assistance Commission[35] to assist in the 

administration of federal elections; and 
● establish minimum election administration standards.[36]  
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HAVA specifies what voter data local election agencies are allowed to collect for the 
purposes of authenticating a voter’s identity. However HAVA does not specifically 
address those cases where states already have laws on the books permitting the 
distribution of voter registration data. HAVA stipulates that unless otherwise specified, 
release of confidential voter registration data is punishable as a felony. The original 
California ELEC statutes predate HAVA. 

County Policy and Process 
The County Elections Department policies and processes comply with all local, county, 
state, and federal laws and regulations governing Collected Data and Distributed Data. 

Application 

Entities or individuals wishing to obtain Distributed Data must submit a County 
Application (Appendix B) to the County Elections Department. The County Application 
must be submitted either in person or by mail, and must be validated with a picture ID. 
The County Applicant declares under penalty of perjury that the information requested 
will not be sold, leased, loaned, or given to any person, organization, or agency, and 
that the information on the County Application is true and correct. The two-page County 
Application does not contain references or text for all applicable State codes and 
regulations, but it does include a list of permitted and prohibited uses for the Distributed 
Data. Currently, the County Application does not contain provisions for data security 
training. 

Uses 

Permissible and prohibited uses of the Distributed Data, per the County Elections 
Department, are listed in Appendix C. They conform to those specified in ELEC_2194 
(1994)[37] and California Code of Regulations 19001-19009 (1976).[38] 

Distribution 

The County Elections Department typically provides Distributed Data on CD media, 
although paper versions of the data are also available. The Distributed Data can also be 
placed on a secure server which the County Recipient can access via a Secure File 
Transfer (SFTP) connection. The Distributed Data is not encrypted, and no instruction is 
given to the County Recipient about how to safeguard Distributed Data against theft or 
breach.[39] [40] 

Fees 

Charging of fees is permitted by CCR section 19006.[41] The County Elections 
Department’s charges for CD-based data are $50 for up to 50,000 records, $100 for up 
to 100,000 records, and $150 for more than 100,000 records.[42] The fees are nominal 
and reasonable to cover the cost of data preparation and duplication.  
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Transparency 

The County Elections Department website posts a list of County Recipients that have 
obtained Distributed Data from 2018 to the present.[43] The list includes name, 
requesting entity, voting jurisdiction, and acquisition date. It currently contains 
approximately 150 entries. 

Distributed Data 

The following Collected Data is made available to County Recipients[44] 

● voter's name 
● date of birth 
● residence and mailing addresses 
● political party 
● phone number 
● email information 
● whether or not the voter has voted in up to four elections 

Data Distribution Via California Secretary of State (SoS) 
State Applicants can receive State Distributed Data through the SoS Elections Office. A 
State Applicant can request up to ten individual voter records, as well as single county, 
multiple county, and all-counties records.  
Though applications for Distributed Data are easily found on most county websites, the 
SoS website offers no direct link. Advisors at the VoteCal Help Desk state that this is 
intentional;[45] State Application requests must be made by telephone.[46] The State 
Application is then provided by email. (See Appendix D.) 
The State Application requires narrative descriptions of intended use and how the 
Distributed Data will be maintained securely and confidentially. The State Applicant 
must also identify and define the relationships of all entities, proxies, and other 
individuals who will be responsible for the Distributed Data. 
The six-page State Application includes the complete ELEC, GOV, and CCR codes 
governing the State Applicant’s use of Distributed Data, and some guidance about 
system requirements and security encryption.[47] No data security training is offered or 
required by the SoS Elections Office at this time. However, State Applicants must agree 
to maintain information in a secure and confidential manner and notify the SoS 
immediately of any violation or breach.[48] If approved, the State Recipient receives an 
encrypted DVD containing the requested data. Further security measures include 
two-factor authentication. Some counties have adopted the State Application; others, 
like Santa Cruz County, employ their own forms.[49] [50] 

Definitions and Standards for Personally Identifiable Information (PII) 
The National Institute of Standards and Technology has developed standards and 
definitions for PII.[51] Date of birth (DOB) is considered to be a Type II PII—that is, DOB  
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can uniquely identify an individual when used in conjunction with another piece of 
information, such as address.[52] 

A Massachusetts Institute of Technology study showed that 97% of the names and 
addresses on a voting list were identifiable using only ZIP code and date of birth.[53] 

What Other States Are Doing 
According to the National Conference of State Legislatures (NCSL),[54] the scope, 
accessibility, permitted use, and confidentiality policies pertaining to PII vary widely from 
state to state. NCSL has compiled a table of these factors for all of the states.[55] From 
this table we conclude that:  

● California is one of a handful of states that includes full DOB as part of 
Distributed Data.  

● Many states include partial DOB, such as birth year only, or age. 
● 26 states consider full DOB to be confidential PII, and explicitly disallow its 

inclusion in Distributed Data (see Appendix E). 
● Other permutations of state policies include commercial use of Distributed Data, 

Applicant qualifications, vetting criteria, authentication, restrictions to 
governmental or election purposes only, opt out provisions, and various 
definitions of what data is considered to be confidential.  

Use of PII in Identity Theft and Fraud 
DOB, in combination with other datum such as home address, is frequently used by 
financial, medical, governmental, business, and other institutions to identify and 
authenticate individuals.[56] An example is the IRS “Get My Payment” website in 
Appendix F. 
DOB is also used extensively to impersonate individuals for the purposes of identity 
theft and other forms of fraud,[57] including but not limited to voter fraud.[58] [59] [60] [61] [62] [63]  
Since security measures required of Recipients may be lax or non-existent, these 
Recipients and their organizations may become targets for hacking and data theft,[64] 
particularly if information about the Recipients is published on a website, as is done in 
Santa Cruz County. Once criminal elements have acquired the Distributed Data, all 
control over it is lost, and it can be sold to those with criminal intent. Informing the 
Secretary of State of a data breach in these cases will have little effect. To date, the 
Secretary of State has not instituted the Data Security Training program authorized by 
ELEC_2188.2.(b) (2019).[65] 

Conclusion 
The original California election statutes governing distribution of voter registration data 
were formulated in the mid-1990’s, long before data theft and breaches became 
commonplace.[66] [67] County election departments should examine their processes to 
make sure that best practices are being employed, and all precautions are being taken 
to ensure that voter registration data is secure.  
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Findings 
F1. Risk of misuse of voter registration data acquired by ELEC_2194 (1994) could be 

mitigated by stronger security measures at the County of Santa Cruz level.  
F2. County Applicants are not informed of recent amendments to ELEC_2188 

(1994), and thus may not be taking all reasonable precautions to protect voter 
registration data, avoid data breaches, and report breaches if they occur. 

Recommendations 
R1. In Distributed Data that is provided to County Recipients, the County Elections 

Department should replace voter full date of birth with year of birth only. This 
action should be implemented before the end of FY2021. (F1) 

R2. On appropriate website pages, the County Elections Department should include 
links to the full text of all relevant statutes. In addition, the County Application 
should conform to the State Application by including the full text of relevant 
statutes. These actions should be implemented before the end of FY2021. (F2) 

R3. The County Elections Department should modify the County Application to 
conform to the State Application by requiring the County Applicant to provide a 
narrative stating the intended use of the Distributed Data, as well as how the 
Distributed Data will be secured. This action should be implemented before the 
end of FY2021. 

R4. The County Elections Department should incorporate amendments to ELEC 
2188 (1994), as specified in AB 1678 and AB 1044, in the County Application 
and website information, namely that County Recipients must inform the SoS of a 
data breach, and that County Applicants may be subject to data security training. 
This action should be implemented before the end of FY2021. (F2) 

R5. The County Elections Department should provide County Applicants with data 
security training, consistent with any guidance from the SoS, with the goal of 
implementing best practices aimed at protecting voter registration data. This 
action should be implemented before  the end of FY2021. (F2) 

R6. The County Elections Department should encrypt Distributed Data to prevent 
data tampering and unauthorized use. This action should be implemented before 
the end of FY2021. (F1)  
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Commendations 
C1. The Grand Jury sets a high bar when issuing commendations. Performance of an 

agency must far exceed due diligence and expectations. We concur with the 
2016-2017 Grand Jury and commend the Santa Cruz County Clerk and the 
Santa Cruz County Elections Department for their exemplary performance of one 
of the most complex and indispensable functions of local government—the 
democratic process of voting. The Santa Cruz County Elections Department 
demonstrates accountability, agility, responsiveness, transparency, attention to 
detail, desire for improvement, and forward-looking planning—all key indicators 
of outstanding leadership and process. 

Required Responses 

Respondent Findings Recommendations Respond Within/ 
Respond By 

Santa Cruz County 
Clerk F1–F2 R1–R6 60 Days 

August 18, 2020 
Santa Cruz County 

Board of Supervisors F1–F2 R1–R6 90 Days 
September 17, 2020 

Definitions 
● AB: California State Legislature Assembly Bill. 
● Applicant, Applicants: A person or persons applying to receive voter 

registration data. 
● County Application: The Santa Cruz County Elections Department’s application 

for receiving voter registration data. 
● County Elections Department: The Santa Cruz County Elections Department. 
● Collected Data: The voter data that is collected during the voter registration 

process. 
● Distributed Data: The voter data that is distributed to Recipients. 
● State Application: The Secretary of State’s application for receiving voter 

registration data. 
● County Applicant, County Applicants: An Applicant(s) applying to the Santa 

Cruz County Elections Department. A County Applicant need not be a resident of 
the County. 

● State Applicant, State Applicants: An Applicant(s) applying to the California 
Secretary of State’s Office. 

● CCPA: California Consumer Protection Act.  
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● CCR: California Code of Regulations. The official compilation and publication of 
the regulations adopted, amended, or repealed by state agencies pursuant to the 
Administrative Procedure Act (APA). Properly adopted regulations that have 
been filed with the Secretary of State have the force of law. 

● DOB: Date of birth. 
● ELEC: California Elections Code. 
● GOV: California Government Code. 
● HAVA: Help America Vote Act. 
● NIST: National Institute of Standards and Technology. 
● NCSL: National Conference of State Legislatures. 
● PII: Personally Identifiable Information. Any unique data that could potentially be 

used to identify a particular person. Examples include a full name, Social 
Security number, driver's license number, bank account number, passport 
number, and email address. 

● Phishing Attack: the fraudulent attempt to obtain sensitive information such as 
usernames, passwords and credit card details by disguising oneself as a 
trustworthy entity in an electronic communication. 

● Recipient, Recipients: An Applicant whose application has been approved. 
● County Recipient, County Recipients: A Recipient or Recipients who have 

been approved by the Santa Cruz County Elections Department. 
● SoS:  California Secretary of State, the chief clerk of the state, often the primary 

custodian of important state records 
● SoS Elections Office: The California Secretary of State Elections Division  
● State Recipient, State Recipients: A Recipient or Recipients who have been 

approved by the California Secretary of State’s Office. 
● SFTP: Secure File Transfer Protocol 
● Social Engineering Attack: The attempt to gain access to restricted information 

or to a physical space without proper permission. 
● Two-Factor Authentication: An authentication method in which a computer 

user is granted access only after successfully presenting two pieces of evidence 
(or factors) to an authentication mechanism: knowledge (something the user and 
only the user knows), possession (something the user and only the user has), 
and inherence (something the user and only the user is). 

● VoteCal: the “help desk” for the SoS Election Office  
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Appendix A 
California Election Code Details 

ELEC_2166[68] 

Makes provisions for voters for whom publication of registration data might give 
rise to a life-threatening circumstance. These voters might be victims of domestic 
or gang violence, sexual assault, stalking, or criminal prosecution witnesses 
where intimidation or retaliation might result from the release of their data. These 
voters must apply for confidential status and obtain a superior court order to 
confirm their status. (Also, see the California Secretary of State’s “Safe at Home” 
application.[69]) 

ELEC_2194 (1994)[70] 

Requires that voter registration information shall be confidential except for 
provisions in ELEC_2188 (1994).[71] Voter registration information shall be 
provided: 

...to any candidate for federal, state, or local office, to any committee 
for or against any initiative or referendum measure for which legal 
publication is made, and to any person for election, scholarly, 
journalistic, or political purposes, or for governmental purposes, as 
determined by the Secretary of State. ELEC §2194.(a)(3) 

ELEC_2194 (1994)[72] 

Explicitly protects uniquely identifiable voter data such as social security number 
and signature from being made public unless there is a challenge to the voter’s 
authenticity. The code does not specifically address whether voter date of birth 
(DOB) is considered uniquely identifiable data or not. 

ELEC_18109 (1994)[73] 

Makes it a misdemeanor for a person in possession of voter registration data to 
use it in ways other than described in the above ELEC statutes. It is also a 
misdemeanor to acquire voter registration data by means other than those 
described in the above ELEC statutes.  
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Appendix B 
Santa Cruz County Application for Voter Information[75] 

 
Figure B1. Application for Voter Information, page 1 of 2 
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Figure B1, continued. Application for Voter Information, page 2 of 2 
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Appendix C 
County of Santa Cruz Election Department’s 

Permissible and Prohibited Uses of Voter Registration Data[74] 

Permissible uses include: 
● Using registration information for purposes of communicating with voters in 

connection with any election. 
● Sending communications, including but not limited to, mailings which campaign 

for or against any candidate or ballot measure in any election. 
● Sending communications, including but not limited to, mailings by or on behalf of 

any political party; provided however, that the content of such communications 
shall be devoted to news and opinions of candidates, elections, political party 
developments and related matters. 

● Sending communications, including but not limited to, mailings, incidental to the 
circulation or support of, or opposition to any recall, initiative, or referendum 
petition. 

● Sending of newsletters or bulletins by any elected public official, political party or 
candidate for public office. 

● Conducting any survey of voters in connection with any election campaign. 
● Conducting any survey of opinions of voters by any government agency, political 

party, elected official or political candidate for election, or governmental 
purposes. 

● Conducting an audit of voter registration lists for the purpose of detecting voter 
registration fraud. 

● Soliciting contributions or services as part of any election campaign on behalf of 
any candidate for public office or any political party or in support of or opposition 
to any ballot measure. 

● Any official use by any local, state, or federal governmental agency. 
Prohibited uses include: 

● Using the data for an unapproved purpose; 
● Sharing or transferring the data to any other party without submission of a new 

application and the express written approval of the Santa Cruz County Clerk; 
● Using the data to harass any voter or voter’s household; 
● Using the data for any commercial, advertising, or marketing purposes; 
● Leaving the voter data unsecured and publicly available online or offline.  
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Appendix D 
Application for California Voter Registration File Request 

 with California Secretary of State’s cover email[76] 

 
Figure D1. Email received with attached Voter Registration File Request Form  
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Figure D2. Voter Registration File Request: Information and Guidelines  
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Figure D3. Voter Registration File Request: Application  
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Figure D4. Voter Registration File Request: Order Form  
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Figure D5. Voter Registration File Request: Agreement  
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Figure D6. Voter Registration File Request: Voter File Codes and Regulations  
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Figure D6, continued. Voter Registration File Request: Voter File Codes and Regulations  
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Appendix E 
State’s Usage of DOB in Registration Data[77] 

State DOB Confidential State DOB Confidential  

Alabama Yes  Montana Unknown   

Alaska Yes  Nebraska No   

Arizona Yes  Nevada No   

Arkansas Unknown  New Hampshire Yes   

California No  New Jersey Unknown   

Colorado Yes  New Mexico Yes   

Connecticut Unknown  New York Unknown   

Delaware Yes  North Carolina Yes   

District of Columbia Yes  North Dakota Yes   

Florida Yes  Ohio Unknown   

Georgia Yes  Oklahoma Unknown   

Hawaii Unknown  Oregon Unknown   

Idaho Unknown  Pennsylvania No   

Illinois Unknown  Rhode Island Yes   

Indiana Yes  South Carolina Unknown   

Iowa Unknown  South Dakota Yes   

Kansas Unknown  Tennessee No   

Kentucky Unknown  Texas Yes   

Louisiana Yes  Utah Yes   

Maine Unknown  Vermont Yes   

Maryland No  Virginia Yes   

Massachusetts Unknown  Washington Yes   

Michigan Yes  West Virginia Unknown   

Minnesota Yes  Wisconsin Yes   

Mississippi Yes  Wyoming Yes   

Missouri Unknown      

Totals: Yes 26 No 6 Unknown 19 
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Appendix F 
Sample Use of Date of Birth for Authentication[78] 
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